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Physical Security
[bookmark: _GoBack]Physical security in the organization involves aspects like design, implementation, and maintenance of the security measures that aim at protecting the company’s physical resources. According to McKeen and Smith (2014), physical security describes the countermeasures that an organization can take to help reduce the security threats that aim at protecting its IT assets such as equipment, personnel, assets, and other properties. These measures are taken to protect the organization’s facilities from damage or unauthorized physical access (McKeen & Smith, 2014). This means that the organization must design security strategies to protect its physical facilities. People, hardware, and another support system in the organization serve an important role in the firm’s performance. Just like the organization would design strategies to protect its data and other intangible resources, these physical assets must also be protected. From the transmission and storage to processing, the organization must create measures that can help deal with the physical security challenges that are associated with the physical security. According to Simpson (2017), physical security threats can come from within the organization or outside.
In some cases, they can be human-made or caused by nature, which is beyond human control (Simpson, 2017), However, despite the potential cause, every organization must be prepared to deal with any form of physical security whenever it emerges. As Butts and Shenoi (2011) explain, dealing with the organization’s security threats, require that the firm establishes an effective security infrastructure, which can help detect threats before they occur or prevent more damage in case they happen. As organizations think of better strategies to deal with the physical security challenges, perpetrators are also thinking of how to better them. As a result, organizations need to constantly change or review their security measures to ensure that they do not become victims of security threats both from within the organization or outside. 
Different security threats can be categorized as physical. Some of the considered primary physical threats that can pose a threat to the organization’s performance and operations include negligent acts, which emanate from human error or failures. Also, potential deviations in the quality given to the organization by the service providers can be a physical security issue, especially in the companies that rely on third-party or outside service providers. For instance, power shortage or irregularities. Deliberate acts, especially perpetrated by those working within the company can also be detrimental to the firm (McKeen & Smith, 2014). An organization can create security measures to counter the security threats with the mind that threats can only come from outside. Therefore, the firm will be more focused to prevent an outsider from attacking the physical assets of the company while forgetting that the insiders can be the biggest threat to the firm. This can be employees or anyone who has interacted with the firm often. They can find their way into the organization because they understand the security protocols and processes including the countermeasures to deal with the threats. Work ethics is required, but this does not prevent such kind of people. Some of the deliberate acts such as sabotage or vandalism can be perpetrated by someone who may have worked for the organization before through influence from an outsider or competitor or even himself. Therefore, constant reviewing and making changes to the security measures can help prevent such threats because someone who has already come out of the organization cannot find his or her way back to the organization. For instance, changing passwords, locks for the doors, access cards, or changing the alarm systems can help prevent deliberate acts of security threat. However, sometimes, the physical security threat can be beyond human control; also called the acts of God. These are forces of nature that can result in technical failures of the IT hardware system or failure of the software systems. It may be difficult to control such forces, but the organization can design countermeasures to ensure that such failures do not affect the company’s systems. 
The physical security threats can be manifested in many ways against the organization. Sometimes, even when the organization is prepared with security measures, it can still fall victim of security threats. For example, in the physical environment, some threats resulting from human error or failure can be experienced through the behaviors of the employees. For instance, an employee can accidentally spill coffee in the computer on his or her desk, which can result in damage to the hardware and also a failure in the software. Further, the organization’s intellectual property can be sabotaged when a junior employee without a security clearance to access certain information can find his or her way through the company files and copies the files either for someone else who may have paid him or her or for themselves. A deliberate act of sabotage can also be manifested through the members of the organization. For example, someone can deliberately sabotage or vandalize the system or even steal hardware that can be crucial to the organization’s information system. Those that are beyond human control, which are caused by nature can be manifested through too much rain that can cause floods or lightning that can strike the power systems. These can all result in technical failures of the company’s information technology system. 
From the above information, most of the physical security threats that pose threats to the organization’s operations are associated with the human acts, which can either be deliberate or accidental. Except for the ones that are caused by nature that cannot be controlled, most of the physical security threats can be minimized through proper and effective countermeasure strategies. For instance, vandalism by a former employee can be prevented by often change of the company’s access codes, locks on the door, security system, alarm system so that when they come back, they cannot access the assets or the premises.
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